


	MYHEALTH AUTHORIZED DATA USES
Last Updated: 1/16/2024

Per MyHealth Access Network’s Network Policies #1, #2, #9 and #10, and the MyHealth Participation Agreement Terms & Conditions, MyHealth Data Suppliers have the opportunity to know about and provide direction regarding the permitted uses of the data they submit to the Network.  Notifications have been sent out to MyHealth Data Suppliers for each of these uses, as they have been approved, and this document is intended to help MyHealth stakeholders establish and maintain awareness of these permitted uses. To limit the use of data for any of these purposes, or ask other questions about these uses, MyHealth Data Suppliers may contact their MyHealth Account Representative. MyHealth may also be reached at 918-236-3434 or myhealth@myhealthaccess.net.

For easy reference, the following permitted purposes for use or disclosure of PHI are permitted, as described in Policy 9 of the MyHealth Network Policies:

Data may be used or disclosed:
· Disclose PHI for treatment, payment, or health care operations purposes, as defined by 45 CFR § 164.501;
· To coroners and medical examiners consistent with 63 O.S. §941 and 45 CFR § 164.512(g)(1);
· To organ procurement organizations, tissue banks and eye banks consistent with 63 O.S. §2200, 45 CFR § 164.512(h) and 42 CFR §482.45;
· To a Data Recipient based on a valid authorization for the unrestricted release of an Individual’s medical record, consistent with 63 O.S. §1-505.2 and 45 CFR § 164.508;
· To the Individual in order to fulfill a request to access, exchange or use electronic health information (EHI), as defined by 45 CFR § 171, subject to Policy 22: Requests for Access to Records by an Individual.
· To conduct the Network’s operations, including maintenance, reporting, monitoring, troubleshooting, and other essential activities to support its role in its Agreements; 
· Subject to the approval process in Policy 10: Analytics and Research, PHI may be used and disclosed for any purpose consistent with HIPAA and other Applicable Law not otherwise permitted by this policy;
· For research, subject to the approval process in Policy 10: Analytics and Research. Research is defined as a systematic investigation, including research development, testing, and evaluation, designed to develop or contribute to generalizable knowledge; 
· For public health activities, as described in 45 CFR §164.512(b), and for public health reporting, to the extent the Network is authorized to provide required reports on behalf of Data Suppliers, or the Network approves public health uses under the process described in Policy 10: Analytics and Research, and
· For purposes explicitly authorized in writing by the Data Supplier. 

The following uses are approved and in use to the extent described here, in compliance with Policy 10 (note: documentation of the request approved by the Board is available at the link in the Label column) (begins on the next page):





	Label
	Describe approved use
	Characteristics
	From which sources?
	To whom?
	Authorization/Status

	FDA – Sentinel Proof of Concept (1051)
	Food & Drug Administration one-time pilot project to see if data (de-identified) in this network and networks like it can be used for better field monitoring of expected and actual performance of approved medications (public health surveillance, only aggregated, non-small cell size, non-identifiable data included). Specific measures requested are in the detail accessible in the link.
	Row-level data? No
Identifiable data? No
Shared publicly? Yes – report to the FDA
Data time period?  All available data
Continuous?  No – this is a 1-time report, to be delivered in early 2024.
	All Data Suppliers (except any who request exclusion)
	Harvard Pilgrim Health Care, Inc. at Mass General Brigham, on behalf of (under contract) with United States Food & Drug Administration
	Board approved: 12/12/2023.
Work and dataset delivery planned for early spring 2024. (not before 2/19/2024)

	ER Utilization tied to Medicaid Expansion (1050)
	OHCA request for a limited dataset (excluding identifiers) with aggregated counts of ER utilizations by individuals who gained coverage under Medicaid expansion both before and after they gained the coverage. The dataset includes demographic slicers such as age bands, gender, rural/urban facilities etc. Dataset will be used for internal healthcare operations purposes.
	Row-level data? No
Identifiable data? No
Shared publicly? No
Data time period?  7/1/2020 forward
Continuous? No. Need 1-2 reports. Initial report, then if requested, possibly one or more update after a period of time (ex: 6 months, 1 year)

	All clinical Data Suppliers (except any who request exclusion)
	OHCA
	Board approved:
6/14/2022.  Initial dataset delivered to OHCA in 2022. May be requested again.

	Data Delivery to Payers (1045)

(supersedes and incorporates Payer – ADTs and Labs (1025) 6/14/2016)
	Payers who are participants or subscribers to MyHealth may have specified protected health information delivered to them by MyHealth data sources under the following conditions:
1) a data source has not instructed MyHealth to withhold its clinical information from the payer.
2) the payer provides MyHealth with a regularly-updated roster of its members, with demographics that enable MyHealth’s master patient index to associate its own records with a payer’s member roster. Only data associated with these patients may be sent.
3) the payer wishes to receive one of the following approved data delivery reports:
  a) ADT messages.
  b) Laboratory results.
  c) Care Fragmentation Alert reports (report of patient activity in MyHealth’s network).
  d) quality report, with data elements specified by the payer to MyHealth (in writing) as essential for the calculation of one or more named quality measures as part of quality measurement programs, including but not limited to the following: HEDIS, CMS Star Ratings, Core Quality measures, Risk Adjustment Data Validation. 
4) a patient who is the subject of desired PHI has not opted out of MyHealth.
5) the PHI that is the subject of the payer’s request has not been received by MyHealth with a “self-pay” indicator from the source, or has passed the approved filter criteria designed to prevent records from being sent to a health plan where a patient has requested they be restricted (45 CFR §164.522(a)(1)(vi))—for filter details follow this link (you will be prompted for your name and email, then will be able to download the document): specification document.  
	Row-level data? Yes
Identifiable data? Yes
Shared publicly? No
Data time period?  Continuous? Yes.  
When Updated: In real-time in the case of messages and alerts. Daily in the case of daily reports. Periodically in the case of data quality reports. 

Data is filtered to limit to minimum necessary, to remove self-pay and opted out data sources, and to comply with requirements of each quality measure.

	All clinical Data Suppliers (except any who request exclusion)
	Health plans who have satisfied the required criteria.
	Board approved: 12/8/2020.

Active.

	OU-SEED (1043)
	OU Researchers can, with a patient-signed consent form (which form was approved by MyHealth’s Privacy & Security Committee), view medical records and extract information relevant to their study.  The research project is entitled School Experiences and Early Development (SEED), and is a multi-year research study focused on the effects of early childhood education on health and development. 
	Row-level data? Yes
Identifiable data? Yes
To be shared publicly? No
Data time period?  Current
Updated: on demand
	All clinical Data Suppliers (except any who request exclusion or prohibit research uses)
	Authorized research partners based on patient authorization.
	Board approved:
12/10/2019.

Active (occasional).

	Data Delivery for PCP-Attributed Patients (1037, 1038, 1039, 1040, 1041, 1042)
	MyHealth products: Care Fragmentation Alerts, Real-time ADT Alerts, and other automated delivery of reports from MyHealth to an attributed provider of potentially all medical record information pertaining to patients who are attributed to a provider.  This authorization also allows delivery of notifications for admission, discharge and transfers for some hospitals in compliance with the Medicaid/Medicare Conditions of Participation requirement.
	Row-level data? Yes
Identifiable data? Yes
To be shared publicly? No
Data time period?  Current
Updated: in real time
	All clinical Data Suppliers (except any who request exclusion)
	 Authorized users of the organization that is attributed as the patient’s primary care provider using the approved MyHealth PCP attribution model. 
	Board approved: 12/11/2018.

Active.

	CAP Tulsa Consent-Based Access (1036)
	Community Action Project of Tulsa County, Inc. (“CAP Tulsa”) early childhood program participants sign HIPAA authorizations for release of medical records from medical facilities to health associates at CAP Tulsa who review well-child visits and help coordinate medical care for enrollees. Sources may request audit log from MyHealth at any time to receive a list of lookups by CAP, and then may request copies of the consent forms for those lookups directly from AP (918-382-3274).
	Row-level data? Yes
Identifiable data? Yes
To be shared publicly? No
Data time period?  Current
Updated: on demand
	All clinical Data Suppliers (except any who request exclusion)
	CAP Tulsa health associates
	Board approved: 12/11/2018.

Active (typically once per school year).



	Accountable Health Communities – Social Determinants Referrals (1035)
	Social Determinants of Health Screening.  Originally approved for the Accountable Health Communities (AHC) grant, social determinants of health screening results will come to MyHealth. This request describes the program. Data sources who control what happens with the data from the program.
	Row-level data? Yes
Identifiable data? Yes
To be shared publicly? No
Data time period?  Current
Updated: Daily
	Data Suppliers who choose to participate in AHC program
	AHC Care Navigators health departments (during AHC program); aggregated reports.
	Board approved: 12/12/2017.

Active.

	MyHealth Statistics (1033)
	Enable MyHealth to utilize the approved measures in this data request from data in its system to demonstrate its own value and provide public visibility into the health of the community.
	Row-level data? No
Identifiable data? No
To be shared publicly? Yes
Data time period?  All available
Updated: Daily
	All Data Suppliers (except any who request exclusion)
	Public
	Board approved: 12/12/2017.

Not active, but could become active.

	OSDH Health Scoreboard Proxy for Obesity (1031)
	Generate a proxy measure for OSDH to utilize in assessing performance on core strategic map measures/indicators.
	Row-level data? No
Identifiable data? No
To be shared publicly? Yes
Data time period?  All available
Updated: Monthly

	All data sources (except any who request exclusion)
	OSDH for public release
	Board approved: 10/11/2016.

Not active, but could become active.

	ODMHSAS – ProAct Data Support (1030)
	Health providers at ODMHSAS-sponsored behavioral health homes use a state-purchased population management tool called ProAct to monitor health home members’ conditions and needs. Data is requested from MyHealth participants for patients who are part of an ODMHSAS health home.
	Row-level data? Yes
Identifiable data? Yes
To be shared publicly? No
Data time period?  Current
Updated: Daily

	All participating MyHealth data sources.
	ODMHSAS health home providers.
	Board approved: 10/11/2016.

Not active, but could become active.

	OCCHD – Wellness Lead Indicators (1027)
	Aggregated reports for OKC City-County area residents:
Count of ER visits by home zip, age group, gender, race/ethnicity, chief complaint or diagnosis
Count of mental health visits by zip and race (Caucasian, African American, American Indian)
Count of individuals/cases by zip:
· Diagnoses associated with Enteric cases (include Salmonella, Shigella, and Campylobateriosis)
· Acute Hepatitis B
· Chronic Hepatitis B
· Acute Hepatitis C
· Chronic Hepatitis C
· Other infectious diseases
Count of events grouped by zip, age groups, race/ethnicity, and gender:
· Strokes
· Heart attacks
· All cancer diagnosis
· Breast cancer diagnosis
· Prostate cancer diagnosis
· Lung cancer diagnosis
· Diabetes diagnosis
· Hypertension diagnosis
· Average BMI
	Row-level data? No
Identifiable data? No
To be shared publicly? Yes – After screening data and ensuring small cell sizes, etc. are accounted for, OCCHD may post data publicly.
Data time period?  1/1/2015 – no end date
Updated: Monthly

	All participating MyHealth data sources.
	Oklahoma City-County Health Department (for OKC city / county residents); 

Tulsa Health Department (for Tulsa county residents)
	Board approved: 8/9/2016.

Not active.






Data Interfaces approved by the Board of Directors (each subject to approval by individual data sources)
	Interface
	Direction
	Description
	Authorization / History

	Individual’s Request for Electronic Access via Medchart
	Medchart is an app that enables a patient to request electronic copies of their medical records. Using MyHealth-approved patient request form, and MyHealth-approved workflow, data from HIE may be electronically provided to Medchart for patient’s use.
	Pursuant to the Individual’s right to request access to their own records in the Information Blocking Rule, an individual may sign up with Medchart, have their identity validated utilizing Medchart’s NIST IAL 2 process, issue a request for a copy of his / her own medical records using a form that has been authorized by MyHealth’s P&S Subcommittee, then Medchart may receive electronic access to that chart from MyHealth for purpose of making available to the individual, through a workflow approved by the MyHealth P&S Subcommittee. Medchart must agree not to utilize personnel or resources who are outside the US to access or store health data, and must operate under an appropriate agreement with MyHealth.
	Board approved: 6/14/2022.

Not active. On hold pending resource allocation and prioritization. Requires Privacy & Security subcommittee to approve an authorization form and workflow. Contracting and interfacing not begun.

	Authorization-based disclosures for approved supplemental health insurance
	With a patient-signed, MyHealth-approved patient authorization form from a patient and appropriate subscriber agreement, MyHealth may implement a workflow that enables a patient to request the disclosure of records to an approved supplemental insurance provider, and the provider may access or may receive the records in MyHealth for the patient.

American Fidelity, Clareto.
	MyHealth is authorized to fulfill a request for records about a patient from an approved supplemental insurance company or from an approved agent implementing approved standards, based on a valid authorization signed by a patient requesting the unrestricted disclosure of all medical records. Such a workflow will either limit the organization’s ability to access any records other than those to which they are authorized, or will have immediate MyHealth supervision to ensure only proper access is made. Audit records of all such access will be maintained by MyHealth and furnished for Data Suppliers upon request.
	Board approved: 
Clareto - 10/12/2021
American Fidelity - 12/14/2021

Not active. On hold pending resource allocation and prioritization. Contracting and workflow development is on hold awaiting resource allocation. 

	Quest/DLO
	From Quest/DLO -> MyHealth 
	Quest/DLO to send labs on behalf of its customers who are also MyHealth Participants into the MyHealth network, unless the Participant contacts MyHealth and requests they not be sent.
	Authorized 8/23/2016.

Active.

	LabCorp
	From LabCorp -> MyHealth
	Labcorp to send labs on behalf of its customers who are also MyHealth Participants into MyHealth’s network, unless the Participant contacts MyHealth and requests they not be sent.
	Authorized 8/23/2016. 

Not active.

	RML
	From RML -> MyHealth
	RML to send labs on behalf of its customers who are also MyHealth Participants into MyHealth’s network—requires customer authorize RML explicitly with RML-approved authorization form.
	Authorized 8/23/2016.

Active.

	Patient-Centered Data Home (other HIEs across the country)
	Bidirectional
	ADT messages from MyHealth data sources with a patient home zip code outside Oklahoma may be routed to a PCDH-participating HIE who serves that patient’s home region. Participating HIEs are subcontractor BAA’s under the PCDH Master Data Sharing Agreement. Subsequent exchange of full medical records may be made for Treatment purposes. MyHealth may receive and request data in the same manner. More information is available upon request, including the language of the national agreement. A longer description is available for review in the MyHealth_PCDH_Brief document that was created for the Privacy & Security Committee, available at the link in the first column. Current HIE participants are listed on SHIEC website at this link. 
	Board approved: 12/12/2017.

Active.

	eHealth Exchange
	Bidirectional
	MyHealth is approved to disclose data to approved eHealth Exchange participants for Treatment purposes, and to enable its members to query other members for Treatment purposes.
	Board approved: 4/8/2014.

Not active.

	COVID Public Health Reporting 
	MyHealth to THD, OCCHD, OSDH
	MyHealth is authorized to share reports, perform interactive dashboard reviews, and share limited datasets of public health data from all participants to public health officials and others acting in the public’s interest (such as school district, city governments, etc.), in keeping with guidelines for pandemic-related data disclosures, and observing the minimum necessary access standard.  Public health officials may be given direct access to the interactive dashboards and more granular breakdowns of data, including PHI, as needed to perform public health activities.  Other parties will be permitted to view interactive dashboard reviews, to the extent the views are manipulated by MyHealth (for example: weekly COVID-19 briefings for the community).
	Health department authorized: 4/14/2020
MyHealth-guided access for attendees of periodic community forums: 8/11/2020

Not active since 12/16/2021.
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